* Do you know how secure
your computer system
is?

* Do you know if the data
cannot be stolen?

* Do you know what your
employees are doing
on your company’s
computers?

* Are you aware as
a director of an
organisation that you
are responsible for
all data on the system
irrespective of who
downloaded it or put it
there?

Computer
Security

Health Check

To get an accurate picture

of how your company

is exposed to a possible
hacking attack, an
organisation must first have
a full understanding of

its network and all of the
vulnerabilities that exist in it.

If your network or web site
is hacked your customers
will lose confidence in your
ability to do business with
you.

Digicore’s Security Health Check can quickly detect potential network
weaknesses and allow you to prevent an attack before it begins.
Prevention is always better than cure.

Hackers are indiscriminate

— to them you are just a
challenge. They don’t care
about the business impact
and reputational damage a
compromised web site or
network will cause. Consider
the impact or embarrassment
if inappropriate images were
placed on your site or in your
network.

Potential problems can arise
from many sources, including
servers whose purpose or origin
cannot be identified, or devices
whose poor configuration or
out-dated software versions
leave weaknesses which attackers could exploit. If you drive a car you
regularly get it serviced. Is a computer any different?

“The 2010 Information Security Breaches Survey revealed that the
cost of recovering from a breach can be up to €70,000 for a small
business; no wonder 70 % of companies experiencing a major data
loss go out of business within a year.”

So ask yourself this question “Could I afford a data breach” ?
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About us

Digicore is a leading Information Security & Computer Forensics Training and Services company
offering specialist products and services together with world renowned University accredited
training and qualifications. Some of our clients include multinational, blue-chip and government
organisations such as An Garda Siochana, Revenue Commissioners, Irish Stock Exchange,
Bombardier Aerospace, Heineken, Kingspan, Hewlett Packard, Dell and Xerox to name but a
few.

Our philosophy is to establish long term valued relationships which is part of our ethos for
success. With the support of one of the most successful and prestigious Computer Security and
Forensics organisations (7SafeUK) Digicore brings over 40 years’ Security experience to the
Irish Marketplace.

How the Digicore Security Health Check benefits your business?

* Digicore provides your organisation with a comprehensive overview of your computer
security posture.

e We identify security vulnerabilities, weaknesses and potential intrusions to your
organisational network.

*  We check for any potential security/network infrastructural risks and advise remedial action.

*  We provide a defined baseline security review using the most comprehensive and up to date
software and hardware tools available.

*  We provide your organisation with a comprehensive report detailing risks and
recommendations for remediation.

* Digicore offer ongoing and continued Computer Security support and best practices.

What does the Health Check include?
Step 1 - Consultation process to establish the scope of the assessment.
Step 2 — On site Network Security Assessment and Testing

The Investigation process will include:

* Password policies strength and weaknesses
e Antiviral and Patch Management status

* Firewall effectiveness

e Peripheral Access Assessment

*  Vulnerability Assessment

e Pen Testing

Step 3 — A Comprehensive Report of the findings will be issued with recommendations.

For more information please contact Linda at 01 685 4942 or email linda@digicore.ie
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